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1 Introduction

1.1 Terminology

® ‘“ezTCP”
ezTCP is the brand name of Sollae’s products. It provides Internet connection to common

serial communication devices.

‘ llhostll
A computer (or some network device — e.g. ezTCP) connected to the Internet (or local
private network)

® "TCP/IP"
TCP/IP is the set of communication protocols used for the Internet and private networks.

1.2 SSH (Secure Shell)

The Secure Shell (SSH) is a network protocol for providing a secure channel between two
networked hosts. It is widely used for security in currently Internet environment and latest version
of SSH is 2.0.

1.3 The ezTCP operation

The ezTCP has four operation mode called “ezTCP Mode” for TCP/IP communication like T2S(0),
ATC(1), COD(2) and U2S(3). Each ezTCP Mode operates as below.

ezTCP Mode TCP/IP
T2S(0) TCP Server only
ATC(1) TCP(both Server and Client)
COD(2) TCP Client only
u2s(3) UDP

1.4 SSH with the ezTCP

Originally SSH was designed as a replacement for exiting insecure remote shells, ex) TELNET.
This application note introduces the SSH feature in ezTCP for data communication channel-not
remote shells channel (refer to EZL-200F's application note for the SSH feature of originally
purpose). The ezTCP guarantees the security of communications on Internet by supporting SSH
2.0. The products which support this feature are CSE-M32, CSE-M73, CSE-H20 and CSE-H21.
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2.1 Limitations

® Activate only in “T2S(0) — TCP Server” ezTCP Mode
® User cannot use below features

SSL, Telnet COM Port Control Option

® Restrictions while using “SSH" feature by each products
<CSE-M32, CSE-H20, CSE-H21>
— COM2 serial port is disabled
<CSE-M73>

— "Multi Monitoring” feature is disabled

2.2 Set up “SSH” feature

221 Confirm before setting

The IP address and Port number have to be configured appropriately to the environment with
ezTCP. But, to understand simply set these parameters as shown below.

PC CSE-M32, CSE-H20, CSE-H21, CSE-M73
Local IP
Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0

2.2.2 Setting with ezManager

Set [SSH] checkbox in “OPTION" tab of ezManger. Note that the “SSH" feature can be activated

only in “T2S(0) — TCP Server” ezTCP Mode. After this configuration, user has to make related
KEYs- refer to section 2.2.3.

&
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2.2.3 KEY generation

® The below is the telnet console command lists

Item Command Descriptions
Supporting KEY length
rsa keygen <key length>
512/768/1024
RSA KEY rsa key Confirm generated RSA KEY
Check RSA KEY is correctly
rsa test
generated
dsa keygen Generate DSA KEY
DSA KEY
dsa key Confirm generated DSA KEY
ID/PW ssh id Set up login ID & Password
Save the configuration of SSH
Save ssh save aa55cc33
related parameter
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® |og in the telnet console of the ezTCP.

W Terg Term - 10.1.0.1 ¥T
File Edit Setup Control Window Help

CSE-H28 Management Console v»1.2D So0llae Systems
1sh>

® RSA KEY generation
Generate RSA KEY first than DSA KEY. The ezTCP supports 512, 768 and 1024 bytes KEY
length. In accordance with the KEY length, KEY generation may take a number of minutes.
Longer KEY length provides more secure communications and takes longer time for KEY
generation. For example, 1024-bit KEY length may take about 1 minute on average. The

command form is “rsa keygen <key length>" as shown below.

B Tera Term - 10.1.0.1 VT [=].3
File Edit Setup Control Window Help
CSE-H20-Managonent _Console vwi.2D 3o0llae Systems -
ish>rsa Keygen 1824
averaye-FS5oc-vequired to find two 512bits prime numbers, please wait..
rsa: find 512bits random prime p..1 2 4% 11 13 16 17 22 23 26 32 41 52 53 59

68 71 74 B2 B3 92 94 97 181 184 131 136 142 143 148 149 157 176 178 179

187 282 286 211 223 236 239 241 244 257 263 274 28B4 286 289 298 317 328

334 344 353 356 368 374 379 386 3IBY 391 394 4Oy 4A7 12 M6 421 422 43

442 443 Lhah W49 472 4F3 478 48B4 48T 533 G3B G447 559 562 563 577 GB3 GBb

592 599 684 607 613 617 626 628 631 643 652 653 659 668 677 683 694 698

F16 727 731 734 739 7Tub 764 769 F7Z2 FFB 781 794 BOE B18 B23 B29 B3R BLh
850 B78 982 204 947 908 913 914 916 929 937 949 9546 976 977 991 1683 188
1812 16821 16824 1827 10831 1633 10834 1037 1046 1851 10858 1679 1088 10891 14894
1897 1183 1188 11141 11417 1123 1138 1142 1144 1154 1157 1163 1168 1174 1181 1
186 1192 1214 1222 1223 1229 1238 1277 1297 1381 1383 1304 1387 1313 1322 13
39 1342 1343 1346 1348 1361 1369 1376 1378 1391 1394 1483 1408 1489 found
rsa: find 512bits random prime q..1 2 7 13 14 17 22 26 29 31 34 38 44 47 59
61 64 71 73 76 77 83 B6 92 97 98 106 122 133 142 149 157 163 167 176 187
191 196 283 211 212 226 229 233 238 241 248 254 259 274 281 286 299 361 38
313 331 332 337 343 344 346 352 353 356 359 362 373 377 383 386 38BE 391 39
401 486 409 bAZ bAf nad Lo nhd hWh3 446 440 458 467 479 482 497
L247539 541 544 551 559 566 577 S84 GE6 L7593 598 616 632 638 644 found
‘ rsa: RSA key pair{public/private key) generated.
rsa: key validation OK
1shr b

This RSA KEY can check if it is correctly generated by “rsa test” command. The present

generated RSA KEY can confirm by “rsa key” command.
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® DSA KEY generation
If RSA KEY is generated successfully, generate DSA KEY by “dsa keygen” command. The
KEY length filed doesn't need. The present generated DSA KEY can confirm by “dsa key”

command.

B 10.1.0.1:23 - Tera Term YT

File Edit Setup Control Window Help
CSE-M32 Manaoemont . Concnle ul.2D Sollae Systems
I=n>dsa keygen

‘ generating fips186 dsa key...done
verifying. . _done
1sn>~

® Set up login ID and password
Set up ID and password by “ssh id” command for “SSH" login.

B 10.1.0.1:23 - Tera Term YT

File Edit Setup Control Window Help

CSE-M32 Management Console v1.2D Sollae Systems
1sh>dsa keygen

generating fips186 dsa key...done
verifuinao____done

1sh>»ssh id

username: sollae

passwold: #xxxexxx
retype: *exxxxsx

ID update ok.
Ish>

® Save the configuration
The user has to save the RSA KEY, DSA KEY and ID/PW to the flash memory of ezTCP for

using “SSH" feature. The command form is “ssh save aa55cc33".

B 10.1.0.1:23 - Tera Term ¥T
File Edit Setup Control Window Help
CSE-M32 Management Console vi1.2D Sollae Systems

1sh>dsa Keygen
generating fips186 dsa key.._done

verifying...done
1sh»ssh id
username: sollae
paggl.uurd: 36363 H K
|‘Etyp|:_l: 3E3E 336363 I
ID update.zii:
Ysnrssh save aa%5cc3d
‘|saue key.._.RSA DSA SSH _ID SSH _HSG ok
1sh>f
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3 Example of use

This section describes how to communicate with ezTCP which is enabled “SSH" feature.

3.1 Confirm setting

3.1.1 Confirm setting with ezManager

Click the [STATUS] button of ezManger.

ez ICP Internal Status

FIRMWARE YERSION
CSE-M3Z /1,2 RewD

SYSTEM P TIME
0 days / 00:00:15,90

IF4 METWORK INFORMATION
Device P address - 101,01
Subnet mask - 255,000
Gatewsy - 0,000
Marme Server - 0,0,0,0

TCP STATE
2100 - LISTEM
SI01 - MAA

< SSH STATUS
S

X

SERIAL STATUS
SO0 sio_rz -0, nettx -0, net_rs -0, sio_tx -0
2101 siors -0, nettx -0, net_rg -0, sio_tx -0

Interyal El secondis) [ Status Request

0f4
fu

Check if there is “SSL STATUS" as shown above.

3.1.2 Confirm setting with telnet console

After log in telnet console of ezTCP, check RSA KEY, DSA KEY and user ID/PW. The related
command is “rsa key”, "dsa key” and "ssh id". When user ID/PW lost, user can make new user
ID/PW by “ssh id” command. After ezTCP receive “ssh id” command, ezTCP print currently user
ID/PW (PW is printed in "* symbols) and request new user ID. If user doesn't want to change
currently user ID/PW, just type <Enter>. After changing user ID/PW, user must save the currently

configuration by “ssh save aa55cc33” command.
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B 10.1.0.1:23 - Tera Term ¥T

File Edit Setup Control Window Help
CEE-M32-Management Console v1.2D Sollae Systems s
1|15h>r53 key
R5A pubIic modulus: 512 bits
bczel:-43:-:92:50:-:d6:-00:Ffd-e3-ad-4d:-8b:20:1Cc-FO:-82
Ba:ffF:BfF:ccocco62-bactbe-d1:e9:083:c3:be:8d:6a:33
Wo:bh6:-ab:¥¥cc-B7 cFF-a3:31:65a9:2FFF-FB:-66:7F7
ef-a6:-087-01:-:43 42 2c:hd:F2zec:bfF:9a:6b:51:-b6:-97
public exponent: 24 bits
B1:-00: 61
{|1sh>dsa key
Apubiic prime P: 1824 bits
e2:18:9f:b9:-ea-h8:-04:b8:5d:ce:94:d2:Ffb:0BB-F5 50
BooL2-bb-V¥dodctee:SB:908:49:09:09:a9:3Cc1d-ae-hb
Qeze2:-cf-u6:-:dO:-2b:7d:db:43:05:F461:21a81a-4d
Tehe-fd-uhcB7-2a3-dd:58:9e:dez33:64:8de6:-4B-70
ef:b8:-e2:33:99:-00:20:e3:92:2b:01:dd-00:62:-708:b3
B88:C1:-91:-:84:-c1:5b:23:93:08:b3:93:b4:89:68:-4d:-db6
U1 ced L3157 i 2F 60232249252 b8 1c-Bd-ad
Ba:db:-ea:-808:3b:-a6:4b:bd:F4:30:7b:24ae:88:-ab:b7
public sub prime (: 168 bits
eB:diced:CbeleeSe:5a:d9:64:03:91:228:06:-F9:51
38:08c:-8Bb:-7d
public base G: 1824 bits
alizely-decCB-0d-d6:el:Je:SezB4:0Fa1:1a:91:-087-5F
1d:55-ac-@2:-:68:-dd:-dO:24:da:87:2c:8e:5Cc:29:5e:14
Bb:4ly:FoH:-bac27-22:-04:-da-7h:ea:85:acefz14:308:FC
61:elce1:bf-fFe-7d-02:79:8F:61:23:55:96:78:-99:65
co:dB:-fa-ed:-06:-fa:bf:4B8:5d:-a1:61:5%a:aB:5Cc:-26:-cH
09:6e:28:36:-40:b8-he-FO:-7F:-20:59:09:32:0a:d2:36
do:-8f-Baca7:-:b9:-f1:d9:cF:15:61:5d:c¥c-fo-di-8BC
F-farecFatad ooy :9d:F6:41:c9:96:Fb50:11:-31:-d3

1sh»ssh id
‘501139 = MMM
username :
1sn

=
[£4
* + + 4+ = & = = T

=
%]
=)

* o+

=
%]
=)

3.1.3 Connecting to the ezTCP

To communicate with the ezTCP enabled the SSH feature remote host must support SSH client

operation. Confirm SSH feature by using “Putty, freeware” support SSH client.

® Confirm basic parameter of ezTCP

Check the basic configuration of ezZTCP as show below.
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PC CSE-M32, CSE-H20, CSE-H21, CSE-M73
Local IP
Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0
Local Port - 1470
ezTCP Mode - T2S(0) — TCP Server

® Setting Putty
Set up the [Host Name] and [Port] respectively ‘Local IP Address’ and ‘Local Port’ of
ezTCP as shown below.

# PuTTY¥ Configuration

Categary:
[=)- Seszion B azic optiong for pour PuT T zeszion
L.Dggmg Specify the destingtj onnect bo
[=I- Terrinal
ozt Mame [or IP address]
K.epbioard
Bel 10.1.01
Features Connection bpe:
=1 Window (O Raw O Telnet O Rlofin &) 55H 7 Serial
A
ppea.rance Load, zave or delete a stored zeszion
Behaviour
Translation Saved Sessions
Selection | |
Colourg :
Default Setings
[=- Connection PR @]
Data happyZbe
Fromp m_?3 F e Releaze
riiic:
Telngt research
Rlogin
55H
Serial Cloze window on exit;
O shways () Newver (%) Only on clean exit
Com ¥ e ]

Check the [Connection type] whether it is [SSH] then click [Open] button.

® Check KEY value of SSH Server(ezTCP)
When user connect to ezTCP which is enabled “SSH” feature, pop up window like the

below may appear.
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PulTY Security Alert

think it is,

If vou want to carry on connectin
adding the key to the cache, hit

connection,

The server's host key is not cached in the registry, You
! E have no guarantee that the server is the computer you

The server's rsa? key fingerprint is:

ssh-rea 512 td:if e fiaiidbb b 80et: 72:d6:62:0b: bd e 05 B
If vou trust this host, hit Yes to add the key to

FuTT%'s cache and carry on connecting,

o,
If wvou do not frust this host, hit Cancel to abandon the
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just once. without

g i

D ERETRE

When and if the SSH server’s key is not cached in SSH client, the SSH client ask whether

it save the server's key. After saving the server’s key once, the SSH client doesn't ask it

again. If user change the key of ezTCP the SSH client will ask it again.

® Login

The below is first screen right after connect to the ezTCP. The ezTCP request user ID/PW,

enter pre-configured ID and Password.

2 10.1.01 - PuTTV
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® Confirm TCP connection
Click the [STATUS] button of ezManager.

X

ez TCP Internal Status

FIGMWARE YERSION
CSE-M32 /1,2 RewD

SYSTEM UPTIME
0 days / 00:52:53, 23

P4 METWORE INFORMATION
Device [P address - 10,1,0,1
subnet mask - 255,000

- 0,000

STATE
=00 - ESTABLISHED
S07 - MAA

S5H STATUS

atate - B

KEx - DH_GROUPE. RSa
Cipher - AES25E, HMAC _SH

SERIAL STA
100 sio_rs -0, net_ts - 1054 | net_rs - 1856 . sio_te -0
Sl071 sio_re -0, net_te -0, net_re -0, sio_te -0

Interval III Second(s) []Status Request [ =g |

User can confirm “TCP STATE” / “SIO0 — ESTABLISHED" and “SSH STATUS" / “State — 6",
"Cipher — AES_256, HMAC_SHA1".

3.2 Communication test

After SSH connection succeeds, connect the serial port of PC to ezTCP's serial port. And check
communication between client host PC and ezTCP.

Open serial port of PC and enter “123" on that Serial terminal, then this data-"123"- will appear
on the Putty terminal. By contrast, enter "abc” on the Putty terminal and then this data- "abc"-

will appear on the Serial terminal.
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3.21 Putty terminal

Received data — “123" from serial port of ezTCP

# 10.1.0.1 - PuTTY

edl0.1.0.1's password:

3.2.2 Serial terminal

Received data — “abc” from putty terminal of client host

B COM3:115200baud - Tera Term ¥T
i Edit Setup Control  Window Help

Sollae Systems Co., Ltd. -12 - http://www.sollae.co.kr




SSH (Secure Shell) - data Ver. 1.0

4 Revision History

Date Version Comments
Oct. 23. 2008 1.0 Initial Release
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